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Introduction 
 
With an increase in the number of connected devices and their proximity to humans on a day-to-day basis, 
the security of these connected devices must be ensured. To assure the safety of these systems and apply 
the relevant cryptographic strategy, key management and authentication processes become vital to use 
encryption techniques and manage access to these systems. As the devices in an IoT system network are 
mainly distributed and have a limited computational capacity, it becomes even more challenging to apply 
today’s complex encryption strategies that require large storage, large key sizes, and high computational 
power to ensure that the security of these devices is managed. The key management in terms of key creation 
and distribution with other key life-cycle phases is challenging for IoT devices. Therefore, it is of great 
importance to understand the basics of key management and authentication, and further understand and 
analyze the different techniques that can be leveraged for IoT devices and systems to ensure their security. 
 
The research paper highlights the explorations of different key management techniques and authentication 
methods that ensure the security of IoT devices, with a focus on Blockchain. Blockchain is a distributed ledger 
technology that ensures transactions node-to-node without the need for a centrally located authority, and 
its fast, accurate, and efficient traits make it suitable as a key management platform for IoT devices. Along 
with a focus on Blockchain, the paper also showcases other existing key management and authentication 
techniques, like (but not limited to), a lightweight authentication and key management mechanism for edge-
based IoT devices, dual authentication mechanisms for VANETs (Vehicular Ad-Hoc networks), link-layer 
oriented key management systems, hybrid key management, and mutual authentication protocol, and 
analyzing multiple authentication mechanisms and schemes including certificate-based schemes, raw public 
key schemes, identity-based schemes, etc. and provide a detailed view and comparison of these techniques 
and approaches, finding meaningful insights.  
 
The paper showcases a basic conceptual understanding of key management and authentication, its types, 
methods, advantages, and usages. The paper then evolves by highlighting the techniques in key management 
and authentication in IoT devices. The research examines the existing research in different techniques and 
the associated challenges, limitations, and advantages. The paper concludes with a comparison of all the 
approaches discussed in the paper. 
 
 
 
 
 



Objective 
 
The objective of the research paper is to gain enough expertise in the key management and authentication 
mechanisms in security systems. Further, the scope of research is to investigate and understand how these 
mechanisms are applied in distributed systems and networks, like IoT systems. The main goal of this research 
is to study the nuances, methods, and challenges faced while thinking about the security of IoT systems that 
are at higher risk and are vulnerable to malicious attacks, and the impact this can have on the end users. 
 
Methodologies to be included in the Research Paper 
 
The methodologies planned to be covered in the research paper include a brief understanding of the different 
types of keys and the usage of these keys in different cryptographic techniques. Research on key 
management includes key creation, exchanges, key distribution, key usage, storage, replacement, and 
destruction which are the basic steps in key management. The research paper involves a detailed view of key 
lifecycle management processes and standards. The paper discusses the KMIP (Key Management 
Interoperability Protocol), risk, and mitigation strategies around key management. The paper includes 
authentication types, factors, and techniques like password-based, token-based, single-factor, multi-factor, 
and single-sign-on authentication.   
 
The paper gives an overview of IoT systems, the associated vulnerabilities, and the need for security of these 
systems. The paper briefly investigates the methods used for key management and authentication in IoT 
devices. The research mainly revolves around the mechanisms included in WSNs (Wireless sensor networks) 
that are an application of IoT devices. The mechanisms include a Hybrid Key Management Scheme based on 
Elliptic Curve Cryptography (ECC) and a hash function to generate pre-distribution keys, which are required 
for mutual authentication between sensor nodes [4], studying link-layer oriented key management systems 
processes in IoT devices. The Blockchain infrastructure uses public key infrastructure (PKI) for authentication 
and Bitcoin-based key management approaches, as mentioned in the paper, a key management scheme for 
distributed sensor networks, dual authentication, and key management in Vehicular ad-hoc networks. The 
limitations associated with the discussed techniques would be covered in the paper to provide a complete 
analysis and overview. 
 
Literature Survey 
 
The research papers studied to arrive at the topic and to apprehend the techniques used for Key 
management and authentication in IoT devices are as follows: (mentioning only a few papers from the 
survey) 
 
The research paper [4] establishes a technique of Hybrid key management and mutual authentication method 
between the sensor nodes in an IoT (distributed WSN) network. The paper proposes the above design and 
provides a detailed comparison of techniques and limitations of other similar methods based on 
computational advantages and better security. The research paper [1] provides another approach to key 
management in WSN systems using a link-layer-based strategy for key management.  
 
Paper [3] proposes a key management scheme for Distributed sensor networks that includes a selective 
distribution and revocation of keys and node re-keying without substantial computation and communication 
capabilities. 



 
Paper [9] provides a blockchain-based solution that uses hash chains for secure key management and exploits 
primary characteristics of blockchain technology (open, immutable, traceability, and fault-tolerance) to 
ensure data security in IoT systems. 
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