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IoT – The concept

• Internet of Things
Everything on the planet will become things on 
internet via n/w and the nodes/sensors in that n/w internet via n/w and the nodes/sensors in that n/w 
will be able to transfer data over that n/w.

• If understood and secured, IoT will enhance 
communications, lifestyle and

delivery of services.



Background

With increase in number of IoT devices and their 
proximity to human life, security and privacy of 
these devices is of great importance. these devices is of great importance. 



Existing IoT security mechanisms and 
their drawbacks

• Current systems use only SSL as a security measure. 

• Privacy concern: personal information collected is stored as 
plaintext.plaintext.

• If the device itself is stolen, information is exposed and the 
security fails before even reaching the SSL level. Hence 
physical security is another major concern.

• Encryption of data using key stored on the device itself is a big 
drawback because if the key is compromised or availed by the 
hacker, the data is at risk.  



Problem Statement

• A system that ensures data security on IoT 
devices where 
▫ sensor data is encrypted before being exposed ▫ sensor data is encrypted before being exposed 

in the network 

▫ security of keys and data is reinforced by using key 
lifecycle management.



• To ensure safety of camera sensor data by • To ensure safety of camera sensor data by 
encrypting it using the keys which are managed 
by the IBM Security Key Lifecycle Manager and 
uploading the encrypted data on the Bluemix 
cloud service to ensure safe delivery of data only 
to the authenticated user.



High Level Design



Technologies used

Raspberry Pi
• single board computer with 4x ARM Cortex A53 processor
• has an OS to support it and a variety of peripherals 

Camera sensor
• captures HD videos(H.264 format)  and still photographs

• 15cm ribbon cable to the CSI 

port on the Raspberry Pi.



IBM Security Key Lifecycle Manager

• simplifies, centralizes and automates the encryption-key
management process[4].

• serves keys at the time of use and allows centralized storage of
key in a secure location.

IBM Bluemix

• Platform as a service

• Used to host application server



System Modules

KMIP 
Client

Encryption 
Module

Upload 
Module



KMIP Client
• KMIP client is used to access cryptographic objects from   

KLMS using KMIP protocol 

• Key Management Interoperability Protocol(KMIP) is a 
standard protocol for communication between cryptographic 
clients that need the keys to KLMS server [3].



KMIP Request response mechanism



KMIP Request – Response headers



Implementation details

• Client Side : Raspberry Pi

1. Creating keyStore and trustStore on Raspberry Pi1. Creating keyStore and trustStore on Raspberry Pi

2. Script for booting Pi as a camera and start 
recording 

3. Encrypt the recorded video using key fetched 
from IBM Security Key Lifecycle Management 
server via KMIP

4. Upload encrypted data on FTP server



Initial Setup
• Setting up IoT device (Raspberry Pi + camera 

module)

• Setting up keystore for SSL handshake



• Booting Pi as a camera and recording video 
continuously

Script for continuous recording



• KMIP Client to create and get keys for 
encryption from IBM Security Key Lifecycle 
Management server. Server returns UUID of key

• Encrypt the recorded video using Cipher 
operationsoperations

• Append the UUID of key with the encrypted 
bytes for uploading data as a file

• Upload the encrypted file on FTP server





• List of videos on FTP server



Server side : Bluemix

Bluemix Use Case



The deployed application has following 
functionalities:

• Downloads the encrypted file from FTP server

• Segregate the UUID  and encrypted bytes from 
the file fetched from FTP serverthe file fetched from FTP server

• KMIP Client gets the key from IBM Security Key 
Lifecycle Management server and decrypts the 
data

• The decrypted data can then be downloaded and 
the video can be viewed.





Deploying application on Bluemix

• Download Maven, Eclipse tools for IBM Bluemix 
and cloud foundry CLI

• Deploy the Maven Eclipse Application on 
Bluemix using following steps:Bluemix using following steps:

mvn clean install

specify API Endpoint

cf login and enter user credentials

cf push



Applications

Healthcare

Home Automation
Military  Drones



Real Time Streaming GPS TrackersReal Time Streaming

Baby Monitors

GPS Trackers



Future scope

• System can be extended  to multi-user security 
with  multiple devices

• It can be generalized for any type of sensor data-
file (.txt, .csv, .docx), audio, video.

• Making encrypted and signed firmware updates 
as per the requirement stated in OWASP[1].



Conclusion 

• The system ensures security of data captured 
from IoT devices by using a suitable encryption 
algorithm along with KLMS and KMIP. The 
encrypted data can be accessed by authenticated encrypted data can be accessed by authenticated 
user via an application server.



Literature Review
Papers/Survey Referred Summary

[1] OWASP Internet of Things Top 10 
vulnerabilities 

Highlights all existing problems in IoT
domain and provides solutions 

[2] IBM Security Key Lifecycle To simplify, centralize and automate [2] IBM Security Key Lifecycle 
Manager  Datasheet

To simplify, centralize and automate 
encryption key management process  and 
support for key-management standard--
KMIP

[3]KMIP white paper Explains how clients interact with 
enterprise servers using KMIP Protocol. 

[4] IBM Bluemix website
https://www.ibm.com/cloud-
computing/bluemix/

Solves real problems and drives business 
value with applications, infrastructure and 
services.






