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loT - The concept

- Internet of Things

Everything on the planet will become things on
internet via n/w and the nodes/sensors in that n/w
will be able to transfer data over that n/w.

 If understood and secured, IoT will enhance
communications, lifestyle and

delivery of services.




Background

With increase in number of IoT devices and their
proximity to human life, security and privacy of
these devices is of great importance.

WHICH OBJECT WOULD YOU BE
MOST CONCERNED ABOUT BEING
CONNECTED TO THE INTERNET?
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Existing loT security mechanisms and
their drawbacks

« Current systems use only SSL as a security measure.

- Privacy concern: personal information collected is stored as
plaintext.

- If the device itself is stolen, information is exposed and the
security fails before even reaching the SSL level. Hence
physical security is another major concern.

- Encryption of data using key stored on the device itself is a big
drawback because if the key is compromised or availed by the
hacker, the data is at risk.



Problem Statement

- A system that ensures data security on IoT
devices where

= sensor data is encrypted before being exposed
in the network

= security of keys and data is reinforced by using key
lifecycle management.
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 To ensure safety of camera sensor data by
encrypting it using the keys which are managed
by the IBM Security Key Lifecycle Manager and
uploading the encrypted data on the Bluemix
cloud service to ensure safe delivery of data only
to the authenticated user.



High Level Design

(D)

(B | RASPBERRY Pi e

4. upload encrypted data ——
UPLOAD Iy Server
MODULE
ENCRYPTION Application
MODULE Server
3] l;l‘;‘}'l;:l',‘[g"uv [ VIR ‘ 6.
U - :':Ill iJ_ request key | i - 5.
ceived ™ ENT
key L for \ i L
ey = > decryption authentication
Interfaci receive key ?‘I.
nterfacing as response v _rﬁ‘hp Y
- wi
C ; - ’ - ke
5::::2:'3 i SN Sempy Bey i c:;écrw;:ed
' for key Lifecycle Manager , el L
IA “-.I user



Technologies used

Raspberry Pi
- single board computer with 4x ARM Cortex A53 processor
- has an OS to support it and a variety of peripherals

Camera sensor

- captures HD videos(H.264 format) and still photographs
« 15cm ribbon cable to the CSI
port on the Raspberry Pi.




IBM Security Key Lifecycle Manager

- simplifies, centralizes and automates the encryption-key
management process[4].

- serves keys at the time of use and allows centralized storage of
key in a secure location.

IBM Bluemix ==

Searvers

- Platform as a service Simart motors
» Used to host application server @
€«
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System Modules

KMIP . Encryption . Upload

Client Module Module




KMIP Client

e KMIP client is used to access cryptographic objects from
KLMS using KMIP protocol

- Key Management Interoperability Protocol(KMIP) is a

standard protocol for communication between cryptographic

clients that need the keys to KLMS server [3].
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KMIP Request response mechanism

Encryption key
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KMIP Request - Response

eaders

J<RequestMessage>
<RequestHeader>
<ProtocolVersion>
<ProtocolVersionMajor type="Integer" value="1"/>
<ProtocolVersionMinor type="Integer" valus="2"/>
</ProtocolVersion>
<BatchCount type="Integer" value="1"/>
</RequestHeader>
<BatchItem>
<Operation type="Enumeration" valus="Create"/>
<RequestPayload>
<ObjectType type="Enumeration" value="SymmetricKey"/>
<TemplateAttribute>
<Attribute>
<BAttributeName type="TextString" value="Cryptographic Algorithm"/>
<AttributeValue type="Enumeration" valus="AES"/>
- </Bttribute>
= <Attribute>
<AttributeName type="TextString" value="Cryptographic Length"/>
<AttributeValue type="Integer" value="128"/>
3 </Bttribute>
2 <Attribute>
<AttributeName type="TextString" value="Cryptographic Usage Mask"/>
<AttributeValue type="Integer" value="Decrypt Encrypt"/>
- </Bttribute>
£ <Attribute>
<AttributeName type="TextString" value="x-ID"/>
<BttributeValue type="TextString" value="TC=-311-12"/>
- </Bttribute>
H </Templatehttribute>
- </RequestPayloads>
I </BatchItem>
L</RequestMessage>

[<ResponseMessage>

<ResponseHeader>
<Protocolversion>
<ProtocolVersionMajor type="Integer" valus="1"/>
<ProtocolVersionMinor type="Integer" valus="2"/>
</ProtocolVersion»
<TimeStamp type="DateTime" value="2017-01-26T02:37:05-06:00"/>
<BatchCount type="Integer" valus="1"/>
</Responseleader>
<BatchItem»
<Operation type="Enumeration" value="Get"/>
<ResultStatus type="Enumeration" value="Success"/>
<ResponsePayload>
<0ObjectType type="Enumeration" value="SymmetricKey"/>
<Uniqueldentifier type="TextString" valus="KEY-74fdBd6-3£0435e5-9857-4a18-84Th-£1306ceB5950"/>
<Symmetrickey>
<KeyBlock>
<KeyFormatType type="Enumeration" value="Raw"/>
<KeyValue>
<KeyMaterial type="ByteString" value="9B3674266051C1048FFFES42052R3952" />
</KeyValue>
<CryptographicAlgorithm type="Enumeration" value="RES"/>
<CryptographicLength type="Integer" valus="128"/>
</ReyBlock>
</SymmetricRey>
</ResponsePayload>
</BatchItem»

«</Responselessage>



Implementation details

» Client Side : Raspberry Pi

1. Creating keyStore and trustStore on Raspberry Pi
2. Script for booting Pi as a camera and start
recording

3. Encrypt the recorded video using key fetched
from IBM Security Key Lifecycle Management
server via KMIP

4. Upload encrypted data on FTP server



Initial Setup

» Setting up IoT device (Raspberry Pi + camera
module)

- Setting up keystore for SSL handshake

x 7 [ I1BM Security Key Lifecyc X ‘ Mew Tab

73.193.147.232/ibm/SKLM/jsp/Main.jsp

SKLMAdmin

Clients and Groups Search Export and import

T TR P e P P e e

to the table.
You can change the trust setting on each cerificate by selecting the cerificate and then selecting "Modify." Multiple certificates can be marked as trusted. You can also remove cerificates from the list of trusted certificates.
Select "Delete” to remove a selected client device communication certificate. The dewvice will no longer be able to communicate with IBM Security Key Lifecycle Manager.

For S5L clients, trusted client cerificates may be required when SSL Authentication is set to Server/Client. For KMIP, trusted client certificates may be required for the KMIP client's authentication. S5L and KMIP certificates are shared
Changing either of these certificates will impact both protocols.

Import | Modify | Delete

I+ Nofilter applied

Certificates Type Subject Distinguished Name Expiration Date Trusted

-
kmipcclaxmipratimaalishakaveesha SSL/IKMIP CMN=Group2, OU=CCOEW, O=Computer, L=Pune, ST=Mz Jan 2. 2018, 5:22:08 AM:

-
Total: 13 Selected: o 1 10 25 50 100 +

Return home




- Booting Pi as a camera and recording video
continuously

i' (ﬁ) |_E] % @ _Dpi I l? steps for crontab.tet fjsuipﬂmfpi.m

‘ Duidm

|pi@raspberr3rpi: ~

File Edit Search Options Help

#1hinssh

ed fhome/pi/viden

nowa=$(date +EdbmEy -EHEMES )

raspivid -o $nowa.h264 -n -t 10000 -w BOO -h 60O

WP4Box -add $nowa. h264 $nowa.mpd

rm $nowa.h264

cd /home/pifclient]

java =cp .:/home/pl/commonsiet. jar MyMain Snowa.mpd enc-snowa.mpd
rm /heme/pl/video/Snowa.mpd

cd /home/pi/video

nowb=%(date +¥%d¥amiy-EHAMES)

raspivid -o $nowb.h264 -n -t 10000 -w 800 -h 600

WF4Bax -add $nowb h264 $nowb,mpd

rm $nowh . h264

cd fhomefpi/client]

java -cp .:/home/pi/commonshet . jar MyMain $nowb.mpd enc-$nowb.mpd
rm /home/pi/video/ Snowb|. mpd

Script for continuous recording

iotSecurity sh



- KMIP Client to create and get keys for
encryption from IBM Security Key Lifecycle
Management server. Server returns UUID of key

- Encrypt the recorded video using Cipher
operations

- Append the UUID of key with the encrypted
bytes for uploading data as a file

- Upload the encrypted file on FTP server



SEEx0 | Juiceo | @ oo (9850) - 2222..

(@rasphermypi ~

File Edit Tabs Help

Pragma: no-cache
Cache-Control: no-cache

<Responselessage=<ResponseHeader=<ProtocolVersion=<ProtocolVersionMajor type="Integer" value="1"/=<ProtocolVersionMinor type="Integer" value "2"#1(!Prutucul¥er51on3<T1neStamp type-
"DateTime” value="2017-05-31T02;25:51-05:00"/><BatchCount type="Integer" value="1"/»</ResponseHeader><Batchl tem=<0peration type="Erumecs

ration” value:"SuCEEEs”J?<RespunsePayload}<UbjectType type="Enumeration” vaIUE'"Sylmetrchey {=<Uniqueldentifier type="TextString"
defale” /=<SymnetricKey=<KeyBlock=<KeyFormatType type="Enumeration” value="Raw"/><KeyValue=<KeyMaterial type="ByteString" value="F|SaGiiaiss : i
agraphicAlgorithm type="Emnumeration” value="AFS"/><Cryptographiclength type="Integer" value="128" F>ﬂ!KeyBluck?<fSylmetrcheyhﬁfﬁespunsePayload}ﬁfEatchItenbﬁfﬂesponseﬂessage>
Content-Type: text/xml

Content-Length: B93

Pragma: no-cache

Cache-Control: no-cache

<Responselessage><Responseleader=<ProtocolVersion=<ProtocolVersionMajor type="Integer" walue="1"/><ProtocolVersionMinor type="Integer® value="2"/></ProtocolVersion=<TimeStamp type=
“DateTime® value="2017-05-31T02:25:51-05:00"/><BatchCount type="Integer" value="1"/></ResponseHeader><Batchltem=<0peration type="Enumeration” value="Get"/=<ResultStatus type="Enume
ration" value="Success"/><ResponsePayload=<ObjectType type="Enumeration" value="SymmetricKey"/=<Uniqueldentifier type="TextString" value="KEY-74fdBd6-bb464276-66bb-4025-ad92-57f5d4
dcfale"/><SymmetricKey><KeyBlock><KeyFormatType type="Enumeration" value="Raw"/><KeyValue=<KeyMaterial type="ByteString" value="E1853CAB2ASBFF6D6FOCI1FAEBBB3TOD" /=</KeyValue==Crypt
ographicAlgorithm type="Enumeration" value="AES"/=<CryptographicLength type="Integer" value="128"/=«</KeyBlock==/SymmetricKey=</ResponsePayload=</Batchl tem=</ResponseMessages

Final 2: <ResponseMessage><ResponseHeader=<ProtocolVersion=<ProtocolVersionMajor type="Integer” value="1"/><ProtocolVersionMinor type="Integer" value="2"/=</ProtocolVersion=<TimeSt
amp type="DateTime" value="2017-05-31T02:25:51-05;00" /><BatchCount type="Integer™ value="1"/></ResponseHeader=<Batchltem=<0peration type="Enumeration” value="Get"/=<ResultStatus ty
pe="Enumeration” value="Success"/><ResponsePayload=<0bjectType type="Enumeration” value="SymmetricKey"/><Uniqueldentifier type="TextString” wvalue="KEY-74fd8d6-bbd64276-66bb-4025-ad
92-57f5dddcfale” /=<Symmetrickey=<KeyBlock=<KeyFormatType type="Enumeration” valus="Raw"/><KeyValue=<KeyMaterial type="ByteString" walue="E1653CABZASBFFAOGFICITFAERABITON" f=</KeyVal
ves<CryptographicAlgorithm type="Enumeration” value="AES"/=<Cryptographiclength type="Integer” value="128"/></KeyBlock=</Symmetrickey></ResponsePayloads</Batchl tem=</Respansellessag
[k

true

173,193 147,232

handshake successful

220-FileZilla Server version 0.9.32 beta
220-written by Tim Kosse (Tim.Kosse@gmx.de)

220 Please visit http://sourceforge.net/projects/filezilla/
FTP URL is:21

USER iotteam

331 Password required for iotteam

PASS iot@teaml

230 Logged on

TYPE I

200 Type set to [

FASY

227 Entering Fassive Mode (173,193,147,232,204,105)
STOR fenc-31052017-072534 . mpd

150 Connection accepted

226 Transfer OK

qQuit

221 Goodbye



 List of videos on FTP server

Last loginm: Wed May 31 11:2@8:4B on ttys@ba
macoook=pro:z~ laxmit ftp 173.193.147.232
Cannected to 173.193.14T7.232.

22@—FileZilla Server versiaon B.9.32 beta
ZP@—-written by Tim Kosse (Tim.Kosseggmx.de]
228 Please wisit http:/ffsourceforge.net/projectss/filezillas
Hane (173.193.147.232:la=mil: dottoam

331 Password requlred for ilottean

Password:

238 Logged on

REmaote systenm type iz UNIX.

ftp»> dir

229 Extendad Passive Mode Entered (]| |5228L)F
158 Connection accepted

—FW—Fr—ir— 1 Ttp Tip 2ZOERERT May 29 LZ2:Z26 abiC.mpd

—Fu—r—ir—— 1 ftp Tip G2BRR4E May 3B B5:06 enc-IBB5SZR1T-18B422.mpd
—rw—r—ir— 1 ftp ftp B21B648 May 3B B5:108 =nc—3BB52017-18BE25.mpd
-rw—r—r— 1 ftp ftp EFAAE56 May 38 BE:38 enc-2BBSZRA1T-113744 nmpd
=FW=r==r== 1 ftp ftp JF4EIDEE May 3B BE:43 enc-3IBR5ZR1T~-114310. p4
=Fe=Fr==r== 1 Ttp Tip 2570TLZ HMay 3B BE:44 enc-IBBSZR1T-114342.mp4
—-Fo—Fr—ir—— 1 Ttp Tip 2525472 May 3IB B6:5T7 enc-3IBBSZR1T7-115637.mp4d
—Fw—r—ir— 1 ftp Tip 21E55B4 May 3B B6:59 enc—3IBB5ZR17-115916.mp4
-rw—r——r—-— 1 ftp ftp 2IGB437 May 38 BT:08 enc-3BB52@17-115051.mpd
—rw—r—r—— 1 fitp ftp 24BBDED HMay 3B BT:03 enc-3BBSZR1T-128301.mpd
-Fe=r==r==1 ftp ftp 1924768 HMay 38 BT:B3 enc-3IPR5ZR1T7-12832E.mp4
=Fe=-r-=r-= 1 Ttp Tip IBIPAE4 Hay 3B BT:04 enc-3IBBSZRLT-12B4B8L1.mp4
—Fw—fF—ir— 1 Ttp Tip 2385584 May 3IB BT:05 enc-3IBBSZR1T7-128444.mp4
—rw—r—ir— 1 ftp ftp 132B448 May 3B BT:05 enc—-3BB5ZR17-128582.np4
—-rw—r——r—-— 1 ftp ftp 2275440 May 38 B7:06 enc-31BB52@1T7-128526.npd
—rw—-r——r—— 1 ftp ftp 22SEATE May 3B BT:06 enc-3BRS5ZR1T-12RERL.mpd
=rW=r==r== 1 ftp ftp Z2ZBTTER Hay 3B BY:@7 enc-3BRSZR1T-128E37T.mps
—-W=r=——r—-= 1 Ttp ftp 2350608 Hay 38 B7:87 enc-3IBBSZRL1T-1287RL1l.mp4
—Pw—fr—ir— 1 Ttp TLp 22644506 May 3B BT:08 enc-3IBBSZR1T7-128734.mpd
-ra—r——r—-— 1 ftp ftp 4E33958 May 31 81:25 enc-3185Z2@17-862320.mnpd
—rw—r—r— 1 fitp Ftp BRSELSE May 31 B1:78 enc-21B52@17-@62543.mpd
=rw—r—ir— 1 ftp ftp 4744208 May 31 BL:43 enc-31R05Z017-264300, npd
=Fy=r==r== 1 ftp ftp 4BIEEE4 May 31 BPLl:44 enc=-3LBSZR1T7-8364341.mps
-rw—r—ir— 1 Ttp ftp 5714592 HMay 31 BL:i5Z2 enc-31B5ZR17-@651e3.mp4
—Fe—r—r— 1 Ttp TLp 43I5532ZE@ May 3IL BPL:52 enc-3LBSZQ17-@865200.mp4d
=rw=—r—r—— 1 ftp ftp A5B518d May 31 8Z2:08 enc-3I1A5Z@1T7-@7BBBZ.mpd
—rw—r—r— 1 ftp Ftp 442FEED May 31 82:901 =nc-31B5Z@1T7-@7BRS9.npd
=ru=r=—=r==1 ftp ftp IHTIV0A May 31 BZ:0ZF enc-31R5IR1T-@78201 . mpd
=ru=r==r== 1 ftp ftp 4354032 May 3L BZ:03 enc=3LBSZR1T7-B7B23E.mps
—Fw—F——ir— 1 Ttp Tip 2ZO3EREE4Y May 27 B4:13 enc-abC.mp4

—Fe—r—ir— 1 Ttp Tip 2854376 May 27T B5:15 enc-xyz.mpd

—rw—r—r— 1 ftp ftp B Hay 25 Bd:44 testvideo.mpd

226 Transfer 0K

ftp= i



erver side : Bluemix

Uger authenticationogin

_:;E’;IE‘F:J;‘P_—_ Irealc user 1d or password

Regueast to view a file by choosing it from dashboard

Open the stream for file on FTP server

Fead the LWAD and encriypled data in 2 different Dyte armays

End Liser

Fetch the key from IBM Security Key Lifecycle Manager using the derived LD

Drecrypt the encrypted data using the derived key

Give out the decrypted byies on the outputstream for the user download the fle

Bluemix Use Case

Dowmioad the file In desired ocation



The deployed application has following
functionalities:

- Downloads the encrypted file from FTP server

- Segregate the UUID and encrypted bytes from
the file fetched from FTP server

- KMIP Client gets the key from IBM Security Key
Lifecycle Management server and decrypts the
data

 The decrypted data can then be downloaded and
the video can be viewed.



& - ' [ bluesecureapp.mybluemix.net/Go.jsp

save s 0

Where: | (] Desktop a

Format: | All Files

G




Deploying application on Bluemix

- Download Maven, Eclipse tools for IBM Bluemix
and cloud foundry CLI

- Deploy the Maven Eclipse Application on
Bluemix using following steps:

mvn clean install

specify API Endpoint

cf login and enter user credentials
cf push



Applications

Healthcare

Home Automation

Military Drones
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Real Time Streaming
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Baby Monitors



Future scope

- System can be extended to multi-user security
with multiple devices

- It can be generalized for any type of sensor data-
file (.txt, .csv, .docx), audio, video.

- Making encrypted and signed firmware updates
as per the requirement stated in OWASP[1].



Conclusion

- The system ensures security of data captured
from IoT devices by using a suitable encryption
algorithm along with KLMS and KMIP. The

encrypted data can be accessed by authenticated
user via an application server.
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